Durability Test Transcript : Transaction Log

This is to test resiliency of the database deployment when a RAID1 device (consisting of persistent memory devices) hosting database transaction log loses a mirror.

Major section in the test transcript:
Stage 1: Review the configuration
Stage 2: Invoke the required workload through StepMaster. Trigger the persistent memory failure when all streams complete at least 100 iterations:
Stage 3: Show availability of data with surviving mirror and recovery of the failed device:


Stage 1: Review the configuration

1. Identify the path of transaction log:
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1. Identify the mount point and then the mount device:

Saleen380:~ # date;mount | grep log
Tue Nov 14 08:47:45 CST 2017
/dev/sdb on /var/opt/mssql/data/backup type xfs (rw,relatime,attr2,inode64,logbsize=256k,sunit=512,swidth=512,noquota)
/dev/md0 on /mnt/log type xfs (rw,noatime,attr2,inode64,noquota)
/dev/sdc on /mnt/data type xfs (rw,relatime,attr2,inode64,logbsize=256k,sunit=512,swidth=1536,noquota)
Saleen380:~ #

1. “md0” is a software RAID1 device hosted by 2 persistent memory devices as indicated below:

Saleen380:~ # date;cat /proc/mdstat
Tue Nov 14 08:48:46 CST 2017
Personalities : [raid1]
md0 : active raid1 pmem2[0] pmem4[1]
      106889216 blocks super 1.2 [2/2] [UU]
      bitmap: 1/1 pages [4KB], 65536KB chunk

unused devices: <none>
Saleen380:~ #

1. Query the status of the RAID device: CLEAN

Saleen380:~ # date;mdadm --detail /dev/md0
Tue Nov 14 08:48:54 CST 2017
/dev/md0:
           Version : 1.2
     Creation Time : Fri Oct 20 06:30:49 2017
        Raid Level : raid1
        Array Size : 106889216 (101.94 GiB 109.45 GB)
     Used Dev Size : 106889216 (101.94 GiB 109.45 GB)
      Raid Devices : 2
     Total Devices : 2
       Persistence : Superblock is persistent

     Intent Bitmap : Internal

       Update Time : Tue Nov 14 08:48:54 2017
             State : clean
    Active Devices : 2
   Working Devices : 2
    Failed Devices : 0
     Spare Devices : 0

Consistency Policy : bitmap

              Name : Saleen380:0  (local to host Saleen380)
              UUID : bf7e61b6:5a437ef7:88d06324:0aaac331
            Events : 100

    Number   Major   Minor   RaidDevice State
       0     259        0        0      active sync   /dev/pmem2
       1     259        1        1      active sync   /dev/pmem4
Saleen380:~ #

1. Identify the PMEM devices for error injection:

Saleen380:~/pmemeinj # date;ndctl list -n namespace4.0
Tue Nov 14 08:51:35 CST 2017
{
  "dev":"namespace4.0",
  "mode":"raw",
  "size":109521666048,
  "blockdev":"pmem4"
}
Saleen380:~/pmemeinj # date;./lsnvdimm -f -n
Tue Nov 14 08:51:39 CST 2017
-- NFIT TABLES --
NAME  PHYSID HANDLE SERIAL     FLAGS
nmem0 0x38   0xf0   0x04b22494
nmem1 0x39   0xf1   0x05317d82
nmem2 0x3a   0x10f0 0x0cfaf379
nmem3 0x3b   0x10f1 0x0deb2779
nmem4 0x37   0x2000 0x005868c0

-- NAMESPACES --
NAME              RESOURCE      SIZE         NUMANODE
namespace0.000000 0xa040000000  274877906944 0
namespace1.000000 0x59c0000000  302795194368 0
namespace2.000000 0x4040000000  109521666048 0
namespace3.000000 0x139c0000000 302795194368 1
namespace4.000000 0x12040000000 109521666048 1

Saleen380:~/pmemeinj #

1. Display the script used for inducing the error

Saleen380:~/pmemeinj # cat date;cat pmemeinj_sqllog
cat: date: No such file or directory
#!/bin/bash
# IASL was previously installed on Rajesh's server.
cat /sys/firmware/acpi/tables/NFIT > /tmp/NFIT.dat
rm -f /tmp/NFIT.dsl
iasl -d /tmp/NFIT.dat 1>/dev/null 2>&1
grep "Address Range [BL]" /tmp/NFIT.dsl | sed 's/Address/PMEM Address/' | awk '{print $4 " " $5 " " $6 " " $7 $8 "\t" $9}'
echo "Injecting uncorrectable error in SQL /mnt/log pmem4 @ 0x12040000040..."

# Thierry will enable carefully these operations, one by one on Rajesh's server.
# For SQL LOG, inject a controller error to the physical nvdimm device mapping /dev/pmem4
# Refer to the lsnvdimm outputs for the mapping.
./dsmError -i -t 4 -p /dev/nmem3
./newndctl h n 20 /dev/nmem3

mount -t debugfs none /sys/kernel/debug
modprobe -v einj param_extension=1
cd /sys/kernel/debug/apei/einj
# cat available_error_type
echo 0x00000010 > error_type
echo 0 > notrigger
echo 0x12040000040 > param1
echo 0xfffffffffffff000 > param2
echo 1 > error_inject
dd if=/dev/pmem4 of=/dev/null iflag=direct


Saleen380:~/pmemeinj #

Stage2: Invoke the required workload through StepMaster. Trigger the persistent memory failure when all streams complete at least 100 iterations:

1. Execute HPE script to induce uncorrectable errors and ensure that failure persists across reboots.

Saleen380:~/pmemeinj # date; ./pmemeinj_sqllog
Tue Nov 14 10:12:07 CST 2017
PMEM Address Range Base:        000000A040000000
PMEM Address Range Length:      0000004000000000
PMEM Address Range Base:        00000059C0000000
PMEM Address Range Length:      0000004680000000
PMEM Address Range Base:        0000004040000000
PMEM Address Range Length:      0000001980000000
PMEM Address Range Base:        00000139C0000000
PMEM Address Range Length:      0000004680000000
PMEM Address Range Base:        0000012040000000
PMEM Address Range Length:      0000001980000000
Injecting uncorrectable error in SQL /mnt/log pmem4 @ 0x12040000040...
dsmError - 0.76 -  -

version.c Build: Oct 18 2017 01:19:48

./dsmError: i:19, typ:4, opt:1, path=</dev/nmem3>
INJ ERR: Status: 0x0
newndctl - 0.76 -  -

version.c Build: Oct 18 2017 01:19:48

INJ ERR STATUS: Status: 0x0
Hex dump of data:
00000000
   Error Injection Status Info = 0x2
                                        0 No Error Injection Activity
                                        1 Injected
                                        0 Pending
mount: none is already mounted or /sys/kernel/debug busy
insmod /lib/modules/4.4.73-5-default/kernel/drivers/acpi/apei/einj.ko param_extension=1
	---------Induced uncorrectable error causes a system panic followed by a reboot.

1. This reboot triggers a backup of remaining functional persistent memory devices
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1. IM logs register the uncorrectable errors: 
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1. Startup of the server proceeds by restoring Persistent memory devices:

[image: ]

1. A warning on the uncorrectable error is issued 
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Stage3: Show availability of data with surviving mirror and recovery of the failed device:

1. Check the software RAID device exists and subsequently query its health:

Saleen380:~ # date;ls /dev/md0
Tue Nov 14 10:22:13 CST 2017
/dev/md0
Saleen380:~ # date;cat /proc/mdstat
Tue Nov 14 10:22:19 CST 2017
Personalities : [raid1]
md0 : active (auto-read-only) raid1 pmem2[0]
      106889216 blocks super 1.2 [2/1] [U_]
      bitmap: 0/1 pages [0KB], 65536KB chunk

unused devices: <none>
Saleen380:~ # date;mdadm --detail /dev/md0
Tue Nov 14 10:22:26 CST 2017
/dev/md0:
           Version : 1.2
     Creation Time : Fri Oct 20 06:30:49 2017
        Raid Level : raid1
[bookmark: _GoBack]        Array Size : 106889216 (101.94 GiB 109.45 GB)
     Used Dev Size : 106889216 (101.94 GiB 109.45 GB)
      Raid Devices : 2
     Total Devices : 1
       Persistence : Superblock is persistent

     Intent Bitmap : Internal

       Update Time : Tue Nov 14 10:12:04 2017
             State : clean, degraded
    Active Devices : 1
   Working Devices : 1
    Failed Devices : 0
     Spare Devices : 0

Consistency Policy : bitmap

              Name : Saleen380:0  (local to host Saleen380)
              UUID : bf7e61b6:5a437ef7:88d06324:0aaac331
            Events : 100

    Number   Major   Minor   RaidDevice State
       0     259        4        0      active sync   /dev/pmem2
       -       0        0        1      removed

1. Check for data availability and reboot server for reviving the failed device:

Saleen380:~ # date;mount -t xfs -o rw,dax,noatime /dev/md0 /mnt/log
Tue Nov 14 10:22:38 CST 2017
Saleen380:~ # date;ls /mnt/log
Tue Nov 14 10:22:44 CST 2017
root_1G_.mdf  temp_file_log.log  tpch1g_log.mdf
Saleen380:~ # date;dd if=/dev/zero of=/dev/pmem4 bs=1024 count=1024
Tue Nov 14 10:22:59 CST 2017
dd: error writing '/dev/pmem4': Operation not permitted
1+0 records in
0+0 records out
0 bytes copied, 8.1935e-05 s, 0.0 kB/s
Saleen380:~ # date; shutdown -r now
Tue Nov 14 10:23:09 CST 2017
Connection to 10.116.38.131 closed by remote host.
Connection to 10.116.38.131 closed.
[tadakama@perf-lcoe11 ~]$


1. Sanitize the failed device and add it back to the configuration:

Saleen380:~ # date; cat /proc/mdstat
Tue Nov 14 10:26:40 CST 2017
Personalities : [raid1]
md0 : active raid1 pmem2[0]
      106889216 blocks super 1.2 [2/1] [U_]
      bitmap: 1/1 pages [4KB], 65536KB chunk

unused devices: <none>
Saleen380:~ # date;dd if=/dev/zero of=/dev/pmem4 bs=1024 count=1024
Tue Nov 14 10:26:49 CST 2017
1024+0 records in
1024+0 records out
1048576 bytes (1.0 MB, 1.0 MiB) copied, 0.0015482 s, 677 MB/s
Saleen380:~ # date;mdadm --detail /dev/md0
Tue Nov 14 10:27:00 CST 2017
/dev/md0:
           Version : 1.2
     Creation Time : Fri Oct 20 06:30:49 2017
        Raid Level : raid1
        Array Size : 106889216 (101.94 GiB 109.45 GB)
     Used Dev Size : 106889216 (101.94 GiB 109.45 GB)
      Raid Devices : 2
     Total Devices : 1
       Persistence : Superblock is persistent

     Intent Bitmap : Internal

       Update Time : Tue Nov 14 10:23:19 2017
             State : clean, degraded
    Active Devices : 1
   Working Devices : 1
    Failed Devices : 0
     Spare Devices : 0

Consistency Policy : bitmap

              Name : Saleen380:0  (local to host Saleen380)
              UUID : bf7e61b6:5a437ef7:88d06324:0aaac331
            Events : 104

    Number   Major   Minor   RaidDevice State
       0     259        0        0      active sync   /dev/pmem2
       -       0        0        1      removed
Saleen380:~ # date;mdadm --manage /dev/md0 --add /dev/pmem4
Tue Nov 14 10:27:07 CST 2017
mdadm: added /dev/pmem4
Saleen380:~ # date;mdadm --detail /dev/md0
Tue Nov 14 10:27:13 CST 2017
/dev/md0:
           Version : 1.2
     Creation Time : Fri Oct 20 06:30:49 2017
        Raid Level : raid1
        Array Size : 106889216 (101.94 GiB 109.45 GB)
     Used Dev Size : 106889216 (101.94 GiB 109.45 GB)
      Raid Devices : 2
     Total Devices : 2
       Persistence : Superblock is persistent

     Intent Bitmap : Internal

       Update Time : Tue Nov 14 10:27:12 2017
             State : clean, degraded, recovering
    Active Devices : 1
   Working Devices : 2
    Failed Devices : 0
     Spare Devices : 1

Consistency Policy : bitmap

    Rebuild Status : 1% complete

              Name : Saleen380:0  (local to host Saleen380)
              UUID : bf7e61b6:5a437ef7:88d06324:0aaac331
            Events : 107

    Number   Major   Minor   RaidDevice State
       0     259        0        0      active sync   /dev/pmem2
       2     259        3        1      spare rebuilding   /dev/pmem4
Saleen380:~ # date
Tue Nov 14 10:27:32 CST 2017
Saleen380:~ # sysctl -w dev.raid.speed_limit_min=100000
dev.raid.speed_limit_min = 100000
Saleen380:~ # sysctl -w dev.raid.speed_limit_max=500000
dev.raid.speed_limit_max = 500000
Saleen380:~ #

Saleen380:~ # date;mdadm --detail /dev/md0
Tue Nov 14 10:30:51 CST 2017
/dev/md0:
           Version : 1.2
     Creation Time : Fri Oct 20 06:30:49 2017
        Raid Level : raid1
        Array Size : 106889216 (101.94 GiB 109.45 GB)
     Used Dev Size : 106889216 (101.94 GiB 109.45 GB)
      Raid Devices : 2
     Total Devices : 2
       Persistence : Superblock is persistent

     Intent Bitmap : Internal

       Update Time : Tue Nov 14 10:30:42 2017
             State : clean
    Active Devices : 2
   Working Devices : 2
    Failed Devices : 0
     Spare Devices : 0

Consistency Policy : bitmap

              Name : Saleen380:0  (local to host Saleen380)
              UUID : bf7e61b6:5a437ef7:88d06324:0aaac331
            Events : 150

    Number   Major   Minor   RaidDevice State
       0     259        0        0      active sync   /dev/pmem2
       2     259        3        1      active sync   /dev/pmem4
Saleen380:~ #

1. Error injection script does not explain the mapping between device namespace and its NFIT mapping name. This is done using the region mapping. In the following output, first entry under MEMORY REGION maps to first entry under NAMESPACE. So, “namespace4” maps to “region4” and it in turn maps to “nmem3” used in the error injection script.

Saleen380:~/pmemeinj # date;./lsnvdimm  -r -n
Tue Nov 14 11:33:35 CST 2017
-- MEMORY REGIONS --
NAME    SIZE         NUMANODE MAPPINGS MAPPING0
region0 274877906944 0        1        nmem4,0,274877906944
region1 302795194368 0        1        nmem0,0,302795194368
region2 109521666048 0        1        nmem1,0,109521666048
region3 302795194368 1        1        nmem2,0,302795194368
region4 109521666048 1        1        nmem3,0,109521666048

-- NAMESPACES --
NAME              RESOURCE      SIZE         NUMANODE
namespace0.000000 0xa040000000  274877906944 0
namespace1.000000 0x59c0000000  302795194368 0
namespace2.000000 0x4040000000  109521666048 0
namespace3.000000 0x139c0000000 302795194368 1
namespace4.000000 0x12040000000 109521666048 1

Saleen380:~/pmemeinj #

1. Startup SQL server and resume the StepMaster run.
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